MNonutnka KoHPpUaeHUNaNnbHOCTU MOBUABHOro NpuaoXKeHua «I1BT24»

Hacrosawana NMonntrka KoHduaeHumanbHoctu (aanee — MNMoantruka) MobUNLHOTO NpUNoKeHUs «IBT24»
(mnanee — MpunokeHue) gencTeyeT B OTHOLWEHUM TOM MHPopmaumm, KoTopyto 3A0 «MeKayHapoaHbIi
6aHK TagKMKMUCTaHa» (panee — BaHK) MOXET NONYYUTb C YCTPOMCTBA NO/Ib30BATENSA BO BpEMSA
ncnonb3oBaHUA UM MNMpunoxkeHua.

Ucnonb3oBaHue MNpunoxeHns o3Ha4aeT 6€30roBOPOYHOE COrnacme nosib30BaTess C HAaCTOoALLEN
MONNTMKOM M YKa3aHHbIMM B HEN YC0BUAMM 06paboTKn MHbopmMaLmMm, Noay4aemomn ¢ yCTPoCTBa
nosib3oBartens. B cnyyae Hecornacus c MoAMTUKOM NONb30BaTENb A0JIKEH BO3AEPKATLCA OT
ncnonb3oBaHuA MNpunoxkeHus.

MpunoxkeHne 1 ycayrm B pamkax MpuaoxKeHUs peanmnsyoTca Nosib3oBaTesto Ha OCHOBAHMM AOFOBOPOB U
cornaleHuii c BaHKom, KOTopble B YMCe NPOYEro PeryanpytoT Bce BONPOChl 06paboTKM 1 XpaHeHUs
BaHKOM NepcoHaNbHbIX AaHHbIX NO/b30BaTENS.

HacTtoAwaa MNoantuka npumeHnma To/1bKo K NMpunoxeHuto. baHK He KOHTPOIMPYET U He HeceT
OTBETCTBEHHOCTb 3a MHbOPMaLMIo (NocneacTBun eé nepesaym), nepesaHHyto Nosb3oBaTeNEM TPETbeN
CTOPOHE, B C/lydae ecNu Takasa nepegada bbiaa BbINOAHEHA Ha pecypce TPeTbel CTOPOHbI, Ha KOTOPbIN
Nnosib30BaTe/lb MOT MEPENTM NO CCbIKam U3 MpunoxkeHunsa.

BaHK MmeeT NPaBo BHOCUTb M3MEHEHMA B HacToAWyo [ONUTUKY NyTem pasmeLLeHUa HOBOM peaaKkumnm
MoNUTMKKM Ha caliTe BaHKa u/nnm B MpunoxeHun. O6A3aHHOCTb CAMOCTOATE/IbHOTO 03HAKOM/IEHUSA C
aKTyaNbHOW peaaKkumel MoAUTUKK NeXNUT Ha NoNb3oBaTeNe.

1. CocrtaB uHpoOpMaLMK, KOTOpaA MOKeT 6biTb NOyYeHa € YCTPOICTBA NOAb30BaTeNA NPU
ucnosnb3oBaHuu MpunokeHua u uenu eé nonyvyeHus (ganee - Uupopmauus nonb3oBatens):

1.1. NHdopmauusa o Homepax TenedOHOB U3 afPECHOM KHUMM yCTpolicTBa. Llenb: Homepa
TenedoHOB U3 a4 PECHOM KHUMM KOHTAKTOB Ha YCTPOMCTBE NO/1b30BaTeNA UCMOJIb3YHOTCA B
MpunoxeHnn ana obneryeHns cosepLleHMA N0Ab30BaTeNAMM ONepaL it NepeBoaoB AEeHEKHbIX
cpeacTs. Mpwu yctaHoBKe MNpunoxKeHna Nonb3osBaTeslb 4ONOAHUTENBHO MHPOPMUPYETCA O Lenax
MCNonb3oBaHMA B MNPUNOKEHNN AaHHbBIX O HOMepax TenedoHOB M3 ero agpPecHomn KHUru. Mpu
MCcnosb30BaHUK B MpunoxeHUn faHHble 0 HoMepax TenedoHOB KONMPYOTCA Ha cepBepbl baHKa
N MOTYT NepUoanYecKkn 06HOBAATLCA.

1.2. UHdopmauma 0 MECTOMOJIOKEHUN YCTPOMCTBA NO/Ib30BaTENA (HA OCHOBE JAHHbIX CETH
onepaTopa coToBOM CBA3WN U curHanos GPS) Llenb: HbopmmnpoBaHMe Nob3oBaTens npu
Mcnonb3oBaHMM MPUIOKEHMA O MECTOMNO/IOKEHUN Noapa3aeneHnii baHKka 1 ycTponcTs
camoobcnyKmBaHUA baHKa, a TaKkKe 0 AOMNONHUTE/IbHbIX CEPBUCAX, AOCTYMHbIX NO/b30BaTEN0 U
06YCN0BNEHHbIX €I0 MECTOMNO/IOKEHMEM.

1.3. ®oTonsobpakeHus, Noy4YeHHbIe C UCMOIb30BaHMEM Kamepbl YCTPoMCcTBa. Llenb: nonyyeHve n
Mcnosib3oBaHue GOTOM306paKEHNI B paMKax yCayr, peannsyembix B MpuUnoxeHUn, B TOM Yncie
ONA co34aHNA N coxpaHeHua ¢oTonsobparkeHui B npoduae nonbsosatens B [punoxeHuy,
nonyyeHua GoTomn3o6parkeHNn NNaTexXHbIX JOKYMEHTOB U LUTPUX- KOAOB C LIe/bio UX
pacno3HaBaHMA M UCNONb30BaHMWA ANA COBEPLUEHMA OMNepaLLMin MO NepeBoay AEHEXKHbIX
cpeacts B [NpunoxeHuu.

1.4. NHdopMmauus o Bepcun onepaLMoOHHOM CUCTEMbI U MOAENN YCTPOoICTBa. Llenb: aHanus
BO3MOMHbIX OLIMOOK B paboTe MpuaoKeHUsA U COBEPLUEHCTBOBAHME paboTbl NMpunoxkeHus. Onn
uenen aHanusa baHk moxeT nepenaBatb MHGOPMaUUio 06 onepaLnoHHON CUCTEME U MOLENN
YCTPOWCTBA CTOPOHHUM OpraHu3aLmam B ob6e3iMyeHHOM BUE.

1.5. UHpopmauma o6 IP-aapece 1 agpece TOUKM NOAKAOYEHUA NONb30BaTeNs. Llenb: nosbllleHme
6e30nacHOCTM No/Ib30BaTeNA NPU UCNONb30BaHUK MPUNOKEHMA U coBepLUEHMA GUHAHCOBbIX
onepauui.



1.6.

1.7.

1.8.

NHdopmauma o6 SMS-coobuieHmax Ha ycTponcTee Monb3oBaTtens. Llenb: coxpaHeHue m
ncnonb3oBaHue B MNpunoxkeHnn SMS-coobLieHmin, nocTynmueLMX OT BaHKa.

AyanonaHHble, NoNYyYeHHble C UCMOb30BaHNEM MUKPODOHA YCTPOMCTBA (peanmsyeTca B
MPUAOKEHUN NPU HANTMYUUN TEXHUYECKOM BOSMOXKHOCTK) Lienib: BbINOJIHEHWE ayAMO 3BOHKOB
nosnb3osatena B baHK ¢ ucnonb3osaHuem punoxeHua.

Ncnonb3oBaHme BCTpoeHHOrO B [punoxkeHne aHTUBMpyca.

1.8.1. Llenb: noBbiweHWe YPOBHS onepaTUBHOM 3aLMUTbl:

MHPopmaums ob yctaHosaeHHOM MO, B TOM Yncne YHUKaNbHbIM naeHTUdUKaTop ycTaHoBKK MO
Ha ycTponcTtse, naeHTudumKkaTop 1 Bepcua ncnonbyemoro MO, yHUKaNbHbIN naeHTUdGUKaTOP
YCTPOMCTBA, YHUKaNbHbIN aeHTUPUKATOP NONb30BaATENA B CEPBUCAX NpaBoobiagaTens;
nHdopmaumsa o nposepsembix URL, 8 Tom umncne URL, no KoTopomy 3anpalumBaeTca penyTtaums,
n URL cTpaHuUbl, C KOTOpoW bbin nosyyeH nposepaemblit URL, naeHTUdGUKATOp NpoTOKONA
coegMHEeHMA N HOMEP UCMOJIb3yeMOro NnopTa;

nHbopmauma o nposepsaembix ceptudmkatax, 8 Tom uncne URL u IP agpeca calita, gnsa KOToporo
OCYLLECTBAAETCA NPOBEPKA, CEPUNHBIN HOMEP U COAEPKMMOE NPOBEPAEMOTO cepTUdMKaTa, a
TaK»Ke ero TUN 1 KoHTponbHasa cymma (MD5);

nHbopMaUmA 4NA NOAyYeHUs penyTaunm nposepsemoro ¢aiiia, B TOM YNC/IE ero KOHTPOIbHanA
cymma (MD5), a TaKke TUN LEeTEKTUPOBAHUSA, UAEHTUPUKATOP MCNONb30BAaHHOM 3anncK B base
Yrpos, TMn 1 Bpems co3aHusa 3anucu;

1.8.2. Llenb: BbiABNEHME HOBbIX U CNI0XHbIX A1A 06HapyKeHUs yrpo3 HGOPMALNOHHOM

6€30MacHOCTM U X UCTOYHMKOB, YIPO3 BTOPYKEHUSA, @ TAKIKE MNOBbILLIEHUA YPOBHS 3aLLMUTbI

nHbOopMaUmK, XpaHUMOM M 06pabaTbiBaeMoOM NOJIb30BATENEM Ha YCTPOICTBE:
nHpopmauua ob ycraHoBneHHOM 10, B TOM YMCNE YHUKAJIbHBIN AEHTUPUKATOP ycTaHoBKK MO
Ha yCTpOMCTBE, naeHTUOUKATOP 1 Bepcua ncnosbyemoro MO, yHUKanbHbIM naeHTUdUKaTop
YCTPOWCTBA, AAHHbIE O TUME YCTPOMCTBA M YCTaHOB/IEHHOM Ha Hem OC 1 NakeToB 06HOBAEHWUI
oG,
nHbopmaumsa 06 aTakax, CBA3AHHbIX C NOAMEHOM CeTeBbIX pecypcos, B Tom uncae URL, Ha
KOTOpoM obHapyKeHa nogmeHa, Bepcusa ncnonb3yemoi 6asbl yrpos, naeHTuduKaTop 3anmcu B
6a3e, COOTBETCTBYIOLLMI OOHAPYKEHHOW Yrpo3e, MMA, KOHTPOAbHAA cymma (MD5) u pasmep
¢daitna npunoxKeHus, sanpocmsLLero nogmeHeHHblt URL, TMN KnMeHTa, BECOBOM YpOBEHb aTaKMy,
Ha3BaHWe Le/iM aTaKku, YpPOoBEHb HafeKHOCTM 0BHapyXeHun, Npu3HaK Silent aetekTnpoBaHus;
MHPOPMaLUUA 0 NpoBepeHHbIX daiiiax, B TOM Yncne HazaHue daina U KOHTPObHAA CyMMa
(MD5), nyTb K HEMY U1 Ko WwabaoHa NyTu, Koa u naeHtneuratop Tmna dpaina, npmsHak
ncnosHsemoro ¢aiina, HaseaHne obHapyKEHHOM Yrpo3bl COrNacHO KnaccuduKaumnm
npaBoobnagaTens, Bpems BbiNyCcKa 1 Bpemsa nocnegHero o6HoBNEHUA aHTUBUPYCHOM 6asbl,
NaeHTMOMKATOP M TUM UCNOIb30BAaHHOM 3anucK B 6a3e, NpU3HAK OT1IA404HOTO
OEeTEeKTUPOBAHMA, UAEHTUPUKATOP YA3BMMOCTM U Kacc e€ ONacHOCTU, AEHTUOUKATOP 33434
MO, B paMKax KOTOPOW BbINOJHEHA NPOBEPKA, MPM3HAK NPOBEPKU UK nognucy daina.

1.8.3. Llenb: yayyweHune Kadectsa pabotbl MO u o6HoBAeHMA MO:

nHbopmauus o pesynbtatax ob6HosneHUA O, B TOM YMcae TUN U YHUKANbHbIA MAEHTUdUKATOP
YCTPOMCTBA, Ha KOTOPOM ycTaHoBAeHO MO, yHUKaNbHbIN NaeHTUPUKATOpP ycTaHOBKK MO Ha
ycTpolictee, uaeHTudumkatopsl MO 1 3agaun obHoBNEHUA, MAEHTUdUKATOP U Bepcua
obHoBneHus NO, naeHTUbMKaTOp HacTpoek obHoBAeHuUA MO, pesynbTaT 06HoBAEHUA M0,
naeHTMdMKaTop ycnosus GpopMmnpoBaHMA nepesaBaemolit CTaTUCTUKK, MAEHTUDUKATOpP
HacTpoek MO, naeHTUdGUKaTOP 1 Ha3BaHMe NapTHepPa, A1A KOTopPOoro BbinyuieHo MO, A3bIK
nokanusauum NO, yHUKaNbHbIA MAEHTUOUKATOP U TUN YCTAHOBAEHHOM INLEH3UK, AaHHble 06
ycTaHoBneHHoM OC, B TOM uMcae Tun n Bepcua, NaeHTMOUKATOp NPOorpaMmmsbl «NpuBean apyra»,
poctynHon ana MO;



MHbOPMaUMA 0 BOSHMKLLMX OWMBKax B pabote KomnoHeHT MO, B TOM Yncae TMN U Bpems
BO3HWKHOBEHMA OLLIMBKM, a TaKKe naeHTUdMKaTop KomnoHeHTa MO 1 3a4a4n, NPU BbINOJIHEHUU
KOTOPOW BO3HMK/A OWKNBOKa, KONKUS y4acTKa onepaTMBHOM NamsaTU YCTPOMCTBA, OTHOCALLLErocs K
BbI3BaBLUEMY OLIMOKY KOMMOHeHTY MO, TN 1 BpemsaA Co34aHnsA KOMUK y4acTKa onepaTUBHOM
namATK, AaTbl CO34aHMA, aKTUBALMM U UCTEYEHUS UCMO1b3YEMOTO JNLLEH3NOHHOTO K/to4a,
KOJIMYECTBO KOMMbIOTEPOB, HAa KOTOPOE PaccymUTaHa NNLEH3US, UMA NepBUYHOro dainna
obHOB/IEHUA, AaTa M Bpema nepBuYHbIX ¢ainioB npeablayLiero u HoBoro o6HoOBAEHWUI, AaTa U
BpeMs 3aBeplleHuns nociegHero obHoBAeHUA, Bepcus Habopa nepegaBaeMon MHPpopmMmaLmm,
BPeMs OTNPaBKU MHbOPMaLUN.

1.8.4. Lenb: 3aWMTa N0/1b30BaTENIA OT MOLUEHHMYECTBA NPM NOCELLEHUM CTPaHUL, canTa baHKa:

NaeHTUdMKaTOP 1 Bepcuio ncnonbsyemoro MO, yHUKanbHbIA AEHTUMKATOP KOMMNbIOTEpPa,
MHPOPMaLMIO O COCTOAHUN UCNONb3yeMoro bpaysepa, naeHTUGMKaTop NapaMmeTpoB HacTpoeK
no.

1.8.5. Llesib: noBbilleHME YPOBHA 3alUTbl MHOPMALMK, XPaHUMOMN U 0bpabaTbiBaemoi

2.1

2.2,

2.3.

2.4,

Nnosib30BaTe/IEM Ha YCTPOMUCTBE:
NaeHTudmKaTop M Bepcua ncnonbsyemoro MO, yHUKanbHbIA MAEHTUDMKATOP YCTPOMCTBA, TUM U
Bepcus yctaHoBneHHon OC, Tun n Bepcus bpaysepa, Bpems nocnegHero o6HoBAEHUSA
aHTUBUPYCHbIX 6a3;
nHpopmauma o6 aTakax, CBA3AaHHbIX C NOAMEHOM ceTeBbIX pecypcos, B Tom uncne URL, Ha
KOTOpOM OBHapyKeHa noameHa, Ha3BaHMeE Lean U MeToaa obHapyKeHUA aTaku;
nHpopmauua o nposepaembix cepTnudukatax, B Tom umcae URL n IP agpece calita, A5 KOTOPOro
OCYLLECTBNSETCA NPOBEPKa, KOHTPObHas cymma (MD5) npoBepsiemoro ceptudukaTta, NnpuynHa
€ro He AeNCTBUTENIbHOCTH;
nHbopmaumsa 06 06HapYKEHHbIX Yrpo3ax W ya3BUMOCTAX, B TOM YMC/IE Ha3BaHME Yyrpo3bl U
pesynbTaT ee yCcTpaHeHus, NPU3HaK 0bHapyxXeHusa yassumoctn OC, naeHTuduKkaTop yrposbl,
obHapyXeHHbIN Npu 3anycke bpaysepa, NpMU3HaK 0OHAPYKEHUA 3arpy3KM He AOBEPEHHOIo
Mmoayns;
nHbopmauusa 06 ypoBHE 3aLUTbl OT NONYYEHUA CHUMKOB 3KpaHa YKasaHHble Bbille AaHHbIe No
BCTPOEHHOMY aHTUBUPYCY MOTYT TaKKe UCMONb30BaTbCA AN GOPMMPOBAHUA OTYETOB NO
puckam nHdopmaumoHHoM besonacHocTU. IONONHUTENLHO B pamMKax HacToallel MonnTnkm
BaHK BnpaBe MCNo/1b30BaTh AOMNO/HUTE/IbHbIE NPOrPaMMHbIE MHCTPYMEHTbI (B TOM Yyncne
napTHepoB baHKa) n cookies gns cbopa 1 06paboTKM 06E3N1MYEeHHON CTaTUCTUYECKOM
nHbopmauum 06 Mcnosib3oBaHUM Nob3oBaTenem MpUNoXKeHUs 1 ycayr B pamkax MpuioxkeHusa
Ana uenei ynydwenus MNpunoxkenns;

2. Ycnosusa 06pabotkn UHPopmauum nonb3osarens

B cooTtBeTcTBMMU C HacToAllel MonnuTuKoi baHK ocyulecTensetT 06paboTKy TONbKO TOM
MHGOPMaLMM U TONIbKO ANA TeX Liesiei, KoTopble onpeaeneHbl B NyHKTe 1.
BcTpoeHHbIl B MpunoxkeHne aHTMBUpPYC 0b6pabaTbiBaeT NoNyYeHHyo MHPOopMaL Mo, UCKIoYan
AaHHble, OTHOCALIME K onpeaeneHHOMY UK ONpeaensieMoMy Ha OCHOBaHWM TaKoM
UHbOPMauuKn Gpusnyeckomy nuuy (CybbekTy NepCcoHanbHbIX AaHHbIX), U HUKaK He CBA3biBaeT
obpabatbiBaemyto MHPOPMALMIO C NEPCOHaNbHbIMU AaHHLIMW NOJb30BaTENS.
BaHK NpMHUMaeT Bce 3aBucALLME OT BaHKa OpraHU3aLMOHHbIE U TEXHUYECKME MepPbI A1
3awmTbl MHPOpMaL MM nonb3oBaTeid OT HENPABOMEPHOIO A0CTYNa TPETbUX NLL,
MCNONb30BaHMA, KOMMPOBAHUA M PACMPOCTPaAHEHMA.
Ons uenem, M3noxeHHbIX B HacTosAwen Moantuke, baHk MOXKeT NpuBAeKaTb K 06paboTke
NHdbopmauum nonb3oBaTens NapTHEPOB, C KOTOPbIMUK Y BaHKa 3aK/lo4eHbl COOTBETCTBYOLIME
cornaweHus o KoHouaeHumanbHocTu. MNepeaaya baHkom napTHepam 06e3/MUYeHHbIX JaHHbIX
06 ucnonb3oBaHuu MpunoxKeHua ana uenei ynydweHns pabotbl MpunoxKeHUsa ocywectsnseTca
Ha OCHOBaHWWM AOTOBOPOB C NAPTHEPAMMU.



2.5. MHdopmMauma NoNb30BaTENA MOMKET COXPAHATLCA Ha pecypcax baHKa M ero napTHeposB B
TeYeHne CPOoKa AeNCTBMNA LOrOBOPHbIX OTHOLWEHMI MeXKay BaHKOM 1 Noib3oBaTeIEM KacaeMo
MPUNOKeHNA, a TaKXKe B TeYeHne 5 IeT Noc/ie PacTOPIKEeHNA TakKMX 40roBopoB..

2.6. MHdopmauuna Monb3oBaTenss MoXKeT HbITb NpeaoCcTaBAeHa roCyAapCTBEHHbIM OpraHam B
COOTBETCTBUM C TPeboBaHMAMM AENCTBYIOLLErO 3aKOHOAATe 1bCTBa.



